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PREPARING SMALL BUSINESSES FOR
CYBERSECURITY SUCCESS

WEDNESDAY, APRIL 25, 2018

UNITED STATES SENATE,
COMMITTEE ON SMALL BUSINESS
AND ENTREPRENEURSHIP,
Washington, DC.

The Committee met, pursuant to notice, at 3:30 p.m., in Room
428A, Russell Senate Office Building, Hon. James Risch, Chairman
of the Committee, presiding.

Present: Senators Risch, Rubio, Ernst, Inhofe, Young, Rounds,
Cardin, Cantwell, Heitkamp, Markey, and Booker.

OPENING STATEMENT OF HON. JAMES E. RISCH, CHAIRMAN,
AND A U.S. SENATOR FROM IDAHO

Chairman RISCH. The Committee will come to order. Today we
are going to have a hearing entitled Preparing Small Businesses
for Cybersecurity Success. And I have a few remarks and then I
am going to turn it over to the Ranking Member for his remarks.
We will then hear from our distinguished panel. Thank you so
much, all of you, for joining us.

Thank you, everyone, for coming today. This is a hearing on one
of the most dire threats to small business and individuals in our
Nation, the increasing number of attacks by cyber criminals. The
same technology that enables small businesses to do business on-
line and compete in the global marketplace also makes their sen-
sitive information vulnerable to phishing schemes and ransomware
attacks. Small businesses are especially vulnerable as about 71
percent of data breaches occur in businesses with fewer than 100
employees. Regrettably, many of these attacks are preventable and
can be tied back to missteps made by a business’ employees.

News of cyber attacks makes headlines each day, and we know
that Russia, Iran, China, and North Korea are some of the biggest
cyber hackers in the world. We have confirmation that Russia tried
to interfere in our elections, and recent reports have been made
public that they are compromising the information of individuals
and small businesses in our country and the UK.

In recent years, the Russians have completely shut down Esto-
nia’s e-commerce, waged cyber war against Ukraine’s energy grid,
and they are constantly seeking to destabilize other countries. Ad-
ditionally, North Korea has repeatedly attacked public and private
entities in attempts to steal cryptocurrency to shore up their fi-
nances in the face of economic sanctions.
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There are many bad actors out there and they grow in number
and capability every day. Perpetrators vary from individuals to
those directed by countries, putting small businesses in our country
at great risk.

This issue hits especially close to home in a rural State like
Idaho, where e-commerce is sometimes the only way to do business.
That is why I have worked on three different pieces of bipartisan
legislation to offer more tools to arm small businesses against po-
tentially devastating cyber threats. The Main Street Cybersecurity
Act will require the National Institute of Standards and Tech-
nology to disseminate a small business-friendly version of its re-
nowned Cybersecurity Framework. This will better position small
businesses to protect their assets, customers, and employees.

I have also introduced the Small Business Cyber Training Act to
train the counselors at regional Small Business Development Cen-
ters throughout the country on educating entrepreneurs on protec-
tive cyber habits when they are first starting a new business,
which will help them institute safe practices before the problem
arises.

And just yesterday I introduced the Small Business Cybersecu-
rity Enhancements Act to prepare the Small Business Development
Centers to receive information on cyber threats and breaches from
small businesses in the field when these incidents happen.

Cyber attacks are too frequently the last nail in the coffin for
many small businesses, who are already facing an uphill battle to
get started, get funded, and keep up with new regulations. I look
forward to hearing from our witnesses today about their experi-
ences with cyber threats and about what we can do to prevent
these attacks.

I would like to welcome Mr. Daniel Castro, the Vice President of
Information Technology & Innovation Foundation, and the Director
of its Center for Data Innovation. Prior to ITIF, Mr. Castro worked
as a scientist for the Software Engineering Institute and as an IT
analyst for the Government Accountability Office. We look forward
to his testimony, as he is named one of FedScoop’s 25 Most Influen-
tial People Under 40 in Government and Tech.

I am also pleased to welcome Mr. Ben Toews from Hayden, a
small town located in north Idaho. After starting with Bullet Tools,
while still a student at Gonzaga University, Mr. Toews eventually
worked his way up to become President of the company. He has
helped Bullet Tools fend off a ransomware attack and has contrib-
uted to the company’s 300 percent growth over the past five years.
In addition to his full-time job, Mr. Toews is a member of the Idaho
SBDC Advisory Council, assisting other small business owners and
entrepreneurs. Mr. Toews, I look forward to your testimony. And,
as a side note, Mr. Ranking Member, you would be interested to
hear that when I sat in that seat, as the Chairman from the then
majority party, I visited that business up there, and we were well
entertained and enjoyed ourselves.

We also welcome Russell Schrader, the Executive Director of the
National Cyber Security Alliance, and we welcome Ms. Gina Abate,
President and CEO of Edwards Performance Solutions. Both of
these will be further introduced by the Ranking Member Cardin.
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Thank you for being here today with us. And now I would like
to recognize Senator Cardin.

OPENING STATEMENT OF HON. BENJAMIN L. CARDIN,
RANKING MEMBER, AND A U.S. SENATOR FROM MARYLAND

Senator CARDIN. Thank you, Mr. Chairman. There are days that
I am looking for some road trips, so maybe we will look at visiting.

Chairman RiIScH. Have you ever been west of the Mississippi
River?

[Laughter.]

Senator CARDIN. Yes, a few times. A few times. Have you ever
been on the Chesapeake Bay?

Chairman RIScH. I have. Many times.

[Laughter.]

Senator CARDIN. Good. We have a lot in common.

Chairman RiscH. I drink water from there.

Senator CARDIN. I am glad to hear it. The Chairman is a good
friend and I appreciate his leadership on this Committee, and I
particularly appreciate the fact that we are holding this hearing on
preparing small businesses for cybersecurity success.

Cyber intrusions are a major problem, universal as well as in the
United States. The Chairman is aware of this through our work on
the Senate Foreign Relations Committee and his involvement on
the Intelligence Committee. We know how active Russia is in cyber
intrusions. North Korea, China, so many other countries.

I authored a report in January that talked about Mr. Putin’s de-
signs in regards to our democratic institutions, and one of the tools
he frequently uses is cyber intrusions, in order to get as much in-
formation as he possibly can to compromise our system of govern-
ment.

So we know we have major challenges in America with cyber in-
trusions. It is affecting our economy and it is affecting our privacy.
We know that with Equifax and Target intrusions. We saw that
with Facebook and the way that they handled personal information
management, leaving a lot to be desired.

We also know that small businesses are a prime target of cyber
attacks. There are 30 million small businesses that live with the
understanding that they are at risk. An SEC report said that small
businesses are the principal target for cyber crime, and we also
know that 58 percent of the data breach victims were small busi-
nesses.

The challenge here is really why I am very pleased to have this
hearing. For a small company that may not have a big staff for IT,
does not have the margins to look at how to defend on cyber, and,
quite frankly, probably has limited knowledge and understanding
of the risks of cyber attacks, it is very difficult to be prepared
against very sophisticated operators that are phishing for informa-
tion, that could very well harm that company.

So we know that we have a challenge as to how we can help
small businesses be prepared to deal with the realities of cyberse-
curity today, and part of that solution has to be education and
knowledge and building capacity for small businesses, and I know
we are going to get into that discussion today.
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Mr. Chairman, I cannot let my opening statement go without
bragging about the role that Maryland is playing in regards to cy-
bersecurity. Maryland is home to the National Security Agency, the
U.S. Cyber Command, NIST Cybersecurity Center of Excellence,
Johns Hopkins University Applied Physics Lab, University of
Maryland—I could go on and on and on. I am proud of the role that
these institutions and the people who work there are playing in our
national security in dealing with cybersecurity, and we have so
many private companies that are now located in our state.

We recognize that the small business community is the driving
force for our economy. That is where most jobs are going to be cre-
ated. That is where most innovation is going to take place. So it
is appropriate for us to figure out how we can better defend the
small business community from the threats of cyber intrusion.

I welcome all four of our witnesses. The Chairman has given in-
troductions for Mr. Castro and Mr. Schrader. Let me join in wel-
coming Ms. Gina Abate, the President and CEO of Edwards Per-
formance Solutions, a certified women-owned small business in
Elkridge, Maryland. Have you been to Elkridge, Maryland?

Chairman RISCH. I do not believe I have. Do they have elk in
Maryland?

Senator CARDIN. Elkridge, Maryland, is a wonderful place. I pass
it twice a day. I commute to Baltimore so I pass Elkridge twice a
day. You are more than happy to go with me one day and we will
stop by and visit.

Chairman RiscH. I want to see the elk.

Senator CARDIN. The company provides IT and cyber counseling
services to commercial and government customers. She also chairs
the Cybersecurity Association of Maryland.

And I am pleased that we also have Russell Schrader. He is the
Executive Director of the National Cyber Security Alliance, the Na-
tion’s leading nonprofit public-private partnership that promotes
cybersecurity and privacy education. Previously, he was Visa’s first
Chief Privacy Officer, where he oversaw privacy and data security
policy.

So, Mr. Chairman, I think we have four very distinguished wit-
nesses and I look forward to their testimony.

Senator MARKEY. Mr. Chairman, can I just interject to say that
I think that Senator Cardin’s opening statement could actually be
used as a travelogue by the Maryland Chamber of Commerce, and
I just wanted to compliment him for getting in just about every——

[Overlapping speakers.]

Chairman RISCH. As long as we are going to go down that road,
I need to tell you a little bit about the Idaho National Laboratory
that is becoming one of the lead agencies in America on cybersecu-
rity. So I hope you will be able to visit the Idaho National Lab, in
Idaho Falls someday.

In any event, thank you so much for coming, and we will just go
right down the line, and any written testimony you will submit we
will include in the record. We would ask you to keep the remarks
at about five minutes, if you would, and we will go right down the
line, starting with you, Mr. Castro.
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STATEMENT OF DANIEL CASTRO, VICE PRESIDENT, INFORMA-
TION TECHNOLOGY & INNOVATION FOUNDATION, WASH-
INGTON, DC

Mr. CAsTRO. Chairman Risch, Ranking Member Cardin, mem-
bers of the Committee, I appreciate the opportunity to appear be-
fore you today to discuss the opportunities to support small busi-
nesses as they seek to improve their cybersecurity practices.

As you know, small businesses face significant cybersecurity
threats. In 2015, 42 percent of small businesses were victims of
cyber attacks. In 2017, 58 percent of the confirmed data breaches
involved small businesses.

Most small businesses are concerned about cybersecurity but
they are not doing enough to protect themselves against these
threats. One recent survey found that a third of small businesses
are not taking any practice steps to protect against cyber threats,
and half of them do not have a cybersecurity budget.

These risks present an existential threat to some small busi-
nesses, as firms can go bankrupt from the cost of responding to a
cyber attack or from the lost revenue and customers resulting from
a business disruption caused by a security incident. Moreover,
these attacks are a drain on the U.S. economy, costing between $57
and $109 billion in 2016.

Therefore, I would like to discuss three steps Congress can take
to improve cybersecurity practices.

First, one challenge that small businesses face is that they do not
know what types of cybersecurity products and services they should
be buying, or if they do know they cannot afford them because the
per-user costs are too high. So companies that sell IT security prod-
ucts and services often use variable pricing, based on the number
of users, or they require a minimum purchase amount. So these
high per-user costs make the solutions unattractive or unfeasible
for many small businesses.

So Congress should direct SBA to assist small businesses by es-
tablishing a cybersecurity cooperative, to create a large pool of will-
ing buyers for various cybersecurity products and services, includ-
ing cyber risk insurance. Participation in the cybersecurity co-op
could be open to any small business, and depending on the level
of interest, could be organized around particular regions or sectors.

The co-op could identify and evaluate cybersecurity products and
services for its members and negotiate better rates for its users
than they could get on their own. This would be a win-win. It
would help small businesses get more value for their investments
and also increase adoption of best-in-class cybersecurity tools. It
would also lower the cost for those selling these products and serv-
ices by reducing their customer acquisition cost.

Second, many small businesses cannot hire qualified cybersecu-
rity professionals. Part of the problem, of course, is that there is
fierce competition for individuals with these skills. In the United
States, there are 40,000 cybersecurity jobs that go unfilled each
year, and small businesses which often pay less than their larger
counterparts have a hard time competing for this talent.

In addition, it is often impractical for a small business to hire a
dedicated, full-time cybersecurity professional. Instead, they assign
these responsibilities to an employee who works on these issues on
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a kind of part-time basis. Unfortunately, virtually all of the cyber-
security certification programs are tailored for people who do this
as their full-time job, so small business employees who only work
on cybersecurity issues as part of their job do not pursue these cre-
dentials and they are often unqualified or under-qualified.

To address this problem, Congress should direct SBA to develop
a low-cost, vendor-neutral certification program for small business
employees who serve as their designated cybersecurity expert. The
curriculum for the certification should be regular review, to ensure
that it is accurate, comprehensive, and up to date, and SBA could
authorize the professional certification organizations to actually
provide the certification to those who successfully master the mate-
rial. This certification would help small businesses assess whether
they have staff qualified to handle cybersecurity issues, and ensure
their investments in training are actually worthwhile.

And finally, small businesses will not have anyone who is prop-
erly trained—some of them will not—but these businesses still
need to be able to mitigate common threats. So Congress should di-
rect SBA to develop a free, online cybersecurity boot camp to pro-
vide small businesses the concrete steps they need to create a basic
cybersecurity program to address the most critical threats facing
small businesses. Participants would not be expected to come with
any prior knowledge and they could repeat the boot camp as often
as necessary. SBA would then be required to update the content
regularly so that it contains information on both known as well as
emerging threats.

Right now, the SBA offers one 30-minute class, but it is of poor
quality. Some of the advice in the module is simply impractical. It
has things like do not click on links in email, do not reply to unso-
licited emails. This class also does not cover recent cybersecurity
threats like ransomware.

Other government agencies, of course, offer resources, but many
of their sites are not user friendly or they contain broken links.
Sometimes the content is undated or outdated, most are redundant,
and they overwhelm small businesses with unnecessary informa-
tion.

Moreover, most of the resources either describe basic objectives,
things like use stronger passwords, or they simply describe cyber-
security issues and terms. I think the analogy here is this would
be like Ikea providing its customers one-pagers explaining the im-
portance of not overtightening screws and pamphlets on the dan-
gers of collapsing bookshelves, instead of giving them the actual
step-by-step instructions of how to assemble furniture. Small busi-
nesses need this more practical guidance.

We need more leadership on this issue, and so I commend you
for holding this hearing today. Thank you for the opportunity to be
here and I look forward to answering questions.

[The prepared statement of Mr. Castro follows:]
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INTRODUCTION

Chairman Risch, Ranking Member Cardin and members of the subcommittee, my name is Daniel Castro, and
1 am vice president of the Information Technology and Innovation Foundation (ITIF), a non-profit,
nonpartisan think tank whose mission is to formulate and promote public policies to advance technological
innovation and productivity, and director of ITIF’s Center for Data Innovation. I appreciate the opportunity
to appear before you to discuss oppottunities to support small businesses as they seek to improve their
cybersecurity practices.

CYBERSECURITY THREATS FACED BY SMALL BUSINESSES

Small businesses face significant cybersecurity threats: In 2015, National Small Business Association reported
that 42 percent of small businesses were victims of cyberattacks.! The National Small Business Assoctation
found that, on average, cyberattacks cost small businesses approximately $7,000, and when their bank
accounts were hacked, their average losses were approximately $32,000.2 While small businesses generally face
the same types of threats as larger businesses, small businesses experience a greater proportion of certain
types of cyber incidents, such as malware and phishing attacks.? In addition, 58 percent of the confirmed data
breaches in 2017 involved small businesses.!

Most small businesses are concerned about cybersecurity, but they are not doing enough to protect
themselves against cybersecurity threats. One survey by CSID, a security firm owned by Experan, found that
while a majority (58 percent) of small businesses are concerned about cyber threats, one-third were “not
taking any pro-active steps to protect against cyber threats,” and half “do not allocate any budget for risk
mitigation services.”s One teason for this lack of action is that many small businesses underestimate the
potential risk they face from cyberattacks. For example, in one survey, a 57 percent of small businesses who
had not suffered a cyberattack reported that they believed they could recover from a cyberattack within one
month. Yet 60 percent of small businesses who had suffered a cyberattack reported that it took them more
than a month to recover.t

These cybersecurity risks present an existential threat to some small businesses as firtns can go bankrupt from
the cost of responding to a cybersecurity incident or from the lost revenue and customers resulting from a
business disruption caused by a cybersecurity incident. Indeed, the per user cost of these attacks is greater for
smaller organization. In a recent study, Accenture compared the average cost for cybercrime per worker
among organizations in the first and last quartile by number of employees. The study found that the average
cost among the 25 percent of organizations with the fewest employees was four times as much as the average
cost among the 25 percent of organizations with the most employees.” In addition, the Better Business
Burean found that more than half of small businesses would be unprofitable within 2 month if they were to
lose permanent access to their essential data-—such as would occur after a ransomware attack or hardware
failure without data backup.®

OPPORTUNITIES TO ENHANGE CYBERSECURITY IN SMALL BUSINESSES

Cybersecurity threats present a major challenge for businesses. While both large and small companies face
cybersecutity challenges, larger organizations are generally better equipped to handle cybersecutity threats
than smaller ones. Indeed, few small businesses are taking the basic steps necessary to protect themselves
from cybersecurity threats. One recent survey found that only 12 percent of small businesses reported having
developed a cybersecurity response plan and only 21 percent reported providing security awareness training
to employees.?
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These cybersecutity vulnerabilities are a drain on the U.S. economy. According to the Council of Economic
Advisors, cyberattacks cost the U.S. economy between $57 billion and §109 billion in 2016.1° Therefore,
Congress should take steps to bring small business cybersecurity practices up to par with larger organizations.

These steps should include:

1. Establishing a certification program for “part-time” cybersecurity professionals
2. Creating a cybersecurity boot camp for small businesses
3. Forming a small business eybersecurity co-op

Establish a Certification Program for “Part-Time” Cybersecurity Professionals

One problem small businesses face is difficuity hiring workers with the necessary cybersecurity skills and
experience. This problem affects businesses of all sizes. By 2022, the International Information Systern
Security Certification Consortium estimates that there will be a global shortage of 1.8 million cybersecurity
workers. 1! In the United States alone, 40,000 cybersecurity jobs go unfilled every year.12 The cybersecurity
workforce shortage is likely to impact small businesses disproportionately, since small businesses tend to pay
workers less than larger businesses and thus may have a harder time recruiting workers with highly sought-
after cybersecurity skills, '

Moreover, in many cases it is impractical for small businesses to hire a dedicated, full-time cybersecurity
professional, and so they instead assign these responsibilities to an employee without the proper training who
wotks on these issues on a “part time” basis. Sometimes small business owners are themselves the individuals
primarily responsible for managing cybersecurity threats, yet they are unfamiliar with the main cybersecurity
risks facing their businesses. In one survey of owners, executives, and senior managers in small businesses,
one-quarter had not heard of phishing attacks, one-third had not heard of ransomware, and almost half had
not heard about point-of-sale malware that steals credit card data from customers,™

Organizations that lack employees with cybersecurity skills contribute to businesses failing to implement
many important cybersecurity capabilities, such as multifactor authentication, network and endpoint
forensics, and intrusion prevention systems.’s

One way to address this skills gap is to provide better cybersecurity training to employees in small businesses.
Existing efforts appear to be insufficient. For example, the U.S. Small Business Administration (SBA) offers
only one cybersecurity training module through its online learning program. This 30-minute class offers
participants a basic introduction to cybetsecurity issues. However, most of the content is rudimentary to the
point of being inconsequential. Morcover, some of the advice in the module is simply impractical, such as
“Don’t click on links in an email” and “Don’t reply to unsolicited emails.”’6 The module also does not cover
recent cybersecurity threats, such as ransomware. Ironicaily, users can only access the training module if they
install Adobe Flash, 2 multimedia platform for web content that bas been removed or disabled from current
versions of most Internet browsers.” To view the training content, users must click a link to install Flash on
their computers, violating one of the module’s key directives: “Do not allow any websites to install software
on your computer.”$

Other training programs offered for small businesses similarly often lack 2 high level of rigor because they do
not adhere to any standard, While there are many certifications available for cybersecutity professionals, the
vast majority of these certification programs are tatlored towards dedicated, full-time cybersecurity workers.
As such, obtaining these credentials requires more of an investment in time and money than is necessaty ot
practical for small business employees who are only working on cybersecurity issues as a small part of their
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job. To address this problem, SBA should work with existing professional certification organizations and the
ptivate sector to develop a low-cost, vendor-neutral certification program for small business employees who
act as their company’s designated cybersecurity expert. A panel of cybersecurity experts should regularly
review the curriculum t ensure that it is accurate, comprehensive, and up-to-date. SBA could authorize any
qualified professional certification organization, such as SANS, ISACA, 1SC2, and CompTTA, that accurately
assesses mastery of the curricalum to provide the certification. Such a certification would allow small
businesses to assess whether they have someone qualified to handle cybersecurity issues and acquire necessary
training, It would also ensure that they would not necessarily be forfeiting workers by overtraining them on
cybersecurity skills, which may make them leave their existing job.

SBA should develop open educational materials for those who wish to complete the certification and raake
these training materdals available directly to small business employees online. In addition, these resources
could be integrated into in-person training offered by Small Business Development Centers or SBA-affiliated
non-profits like SCORE, which provide assistance and mentoring to small businesses.

Create a Cybersecurity Boot Camp for Small Businesses

Some small businesses may never have a trained cybersecurity professional, but they still need instructions on
the steps necessary to propetly mitigate common cybersecurity threats. To better guide small businesses
through the process of creating a basic cybersecurity program, SBA should develop a free online
“Cybersecuzity Boot Camp” for small businesses that provides participants the concrete steps they need to
develop to identify, protect, detect, respond, and recover from cybersecurity incidents. The goal of the boot
camp would be to raise the bascline level of security for any participant to address the most critical cyber
threats facing small businesses. Participants would not be expected to come with any prior knowledge and
they could repeat the boot camp as often as necessary. SBA should be required to update the curriculum
regularly, so that it is contains information on known as well as emerging threats.

Virtually none of the existing resources the federal government makes available for small businesses offers
this type of concrete, step-by-step guidance on how to implement the most effective cybersecurity tactics.
Instead, most of the government-provided resources either describe basic objectives (e.g. “use strong
passwords”) or describe cybersecurity issues (e.g. defining terms like “distributed denial of service attack™).
Small businesses need much more practical guidance. To understand why the federal government’s current
approach is ineffective, imagine if stores like Tkea provided their customers one-pagers explaining the
importance of not over-tightening screws and pamphlets on the dangers of collapsing bookshelves, instead of
step-by-step instructions on how to assemble furniture, Small businesses, especially those lacking IT
professionals, need the detailed instructions.

Small businesses have limited resources to address cybetsecurity threats, so the SBA should better curate the
information presented to small businesses about how to address cybersecurity threats on its own site as well
as that of its partners, While many different government agencies offer resources about cybersecurity for
small businesses, they do not explain or describe how each resource differs from the others, contributing to
information overload for small businesses. In addition to what the SBA provides directly and in partnership
with the National Cyber Secutity Alliance, agencies such as the Department of Homeland Secutity, the
National Institute of Standards and Technology (NIST}, the Federal Communications Commission (FCC),
and the Federal Trade Commission (FTC) all offer their own cybersecurity resources to small businesses.

Moreover, many of these sites are not user friendly, containing broken links or requiring users to navigate
through multiple pages to find to the content. For example, one link on the FCC’s website to its primary
guide for small businesses leads to an error page with the message, “Your request looked malicious and has
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been blocked.”™? In addition, many tesources, such as the FCC's one-page handout “Ten Cybersecurity Tips
for Small Businesses,” are undated and others, such as the FCC’s Small Biz Cyber Planner 2.0, are outdated 2
Government provided cybersecurity resources should also be current, and agencies should be directed to
withdraw or replace older materials to ensure small businesses are accessing accurate information.

SBA should promote its cybersecurity tesources with all partners, including other federal and state programs
as well as private sector initiatives, that work with small business, such as NIST’s Manufacturing Extension
Partnership Program, the Department of Commerce’s Minority Business Development Agency, and the US.
Chamber of Commerce.

Form a Small Business Cyhersecurity Co-Op

One challenge small businesses face is that some cybersecurity products and services have high per-user costs
when they purchase services for a relatvely small number of employees. Often vendors offer variable pricing
based on the number of users or requite a minimum purchase amount. These high-per user costs make these
solutions unattractive or unfeasible for many small businesses. One reason vendors charge more on 2 pet-
user basis for smaller companies is because of they have fixed customer acquisition costs,

For example, consider how businesses attempt to mitigate the threat of phishing attacks. Phishing attacks are
a social engineering attack wherein an attacker attempts to impersonate a trusted entity, such as a financial
institution or work colleague, to steal information from a potential victim by sending 2 message containing a
malicious link or attachment that the unsuspecting target then opens. Between October 2013 and December
2016, the FBI's Internet Crite Comphaint Center (IC3) tracked approximately 22,000 phishing attacks
affecting U.S. businesses resulting in neatly $1.6 billion in losses, mostly from fraudulent bank transfers.?t
And a survey of small businesses found that 20 percent report having been victims of a phishing attack 2

Stopping these attacks is exceedingly difficult because the exact nature of the message changes frequently.
Many businesses have found that one of the most effective ways to prevent these attacks is by conducting
phishing sinmulations, Phishing simulations involve sending innocuous phishing attempts ro employees using
the same techniques employed by attackers. If employees fall for the rouse, rather than infecting their
machine, they are given the opportunity to complete additional security awareness training. Unfortunately,
cybersecurity vendors providing this type of phishing simulation service do not cater to small businesses, even
though these businesses receive 2 disproportionate number of these types of attacks.?

SBA could assist small businesses by establishing a cybersecurity cooperative to create a large pool of willing
buyers for various cybersecurity products and services, including cyber risk insutance. Participation in the
Cybersecurity Co-Op could be open to any small business, and depending on the level of interest, could be
organized around particular regions or sectors. The co-0p could identify and evaluate cybersecutity products
and services for its members and negotiate better rates fot its users than they could get on their own. This
would allow small businesses to get more value for their investments in cybersecutity and increase adoption
of best-in-class cybersecurity tools.

CONCLUSION

Small businesses face many cybersecurity threats, and there is more the federal government can and should
do to help small businesses succeed in addressing these threats. In addition to the recommendations outlined
above, this committee, through its oversight, can insist that SBA provide small businesses timely and effective
training materials about mitigating cybersecurity threats. However, these steps can ultimately fix only part of
the problem. The greater challenge for the U.S. government is to reform its national cybersccurity policy to
move away an emphasis on relative offensive capabilities and instead prioritize absolute defensive capabilites,
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including prosecuting cybercrime. Such a change would require substantially rethinking how the U.S.
government allocates funding for cybersecurity, how it releases cybersecurity research into the public domain,
and how it works cooperatively with the private sector, through a reformed vulnerabilities equities process
(for zero-day exploits) and expanded bug bounty programs.
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